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This update supersedes the November 2013 practice brief, Guidelines for a Compliant Business Associate
Agreement.

The Privacy Rule portion of the Health Insurance Portability and Accountability Act (HIPAA) defines a "business
associate (BA) as a person or entity that performs certain functions or activities that involve the use or disclosure of

protected health information (PHI) on behalf of, or provides services to, a covered entity (CE)."l The Privacy Rule
requires that CEs obtain satisfactory assurance in writing—in the form of a contract or other agreement—regarding
the BAs' commitment to appropriately safeguard PHI. Such agreements must address the BA's requirements to
safeguard the PHI obtained, created, maintained, transmitted, or received on behalf of the CE in the performance of
the BA's duties for the CE.

On January 25, 2013, the US Department of Health and Human Services (HHS) published the final Omnibus Rule
which incorporated and further clarified the changes to HIPAA. The final Omnibus Rule expanded the definition of a

business associate to include subcontractors that create, receive, maintain, or transmit PHI on behalf of another BA 2
The definition of the term BA was also expanded to include:

Health information organizations

E-prescribing gateways

A person that provides data transmission services for PHI exchange on behalf of a CE and requires access to
such information on a routine basis

Personal health record (PHR) vendors

Note: For further clarification and guidance on whether an entity is a CE or a BA, refer to the HHS and
Office for Civil Rights (OCR) website.

To be compliant, CEs and BAs should review BA agreements with all applicable requirements in mind, including the
following:

Security Standards (45 C.F.R. § 164.306)

Administrative Safeguards (45 C.F.R. § 164. 308)

Physical Safeguards (45 C.F.R. § 164.310)

Technical Safeguards (45 C.FR. § 164.312)

Organizational Requirements (45 C.F.R. § 164.314)

Policies and Procedures (45 CF.R. § 164.316)

Notification to the Secretary (45 C.F.R. § 164.410)

General Rules; Uses and Disclosures of PHI (45 C.F.R. § 164.502)
Organizational Requirements; Uses and Disclosures (45 C.F.R. § 164.504)
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The Privacy Rule now allows a BA to disclose PHI to their subcontractors when they enter into a BA agreement
with them. The BAs are responsible and liable to the CE for the activities of their subcontractors who have entered
into a BA agreement with them. If a BA's contractor becomes aware of a violation of its contractual BA agreement,
it must take steps to mitigate the breach or terminate the agreement if resolution is unsuccessful.

The Privacy Rule's BA contract provision sets the requirements that should be addressed by the BAs. The Office for

Civil Rights (OCR) also provided a model BA agreement on its website for use by covered entities 2 The
modifications to the HIPAA Privacy and Security Rules exempt CEs from enforcing contractual violations of its BAs
agreements. Instead the HHS may now directly enforce privacy and security rule violations by BAs in the same
manner as CE violations. This makes HIPAA's criminal and civil penalties applicable to BAs.

Compliance Date for the Omnibus Rule

Business Associate Agreement (BAA) compliance dates vary as follows:

If there is an existing agreement between a CE and its BA that has been signed prior to January 25, 2013 (the
date of publication of the Omnibus Final Rule) and does not need to be renewed by March 26, 2013 or
September 23, 2013, then the agreement can remain valid until September 23, 2014. This effectively created
a transition period of one year from the compliance date of September 23, 2013.

If the BAA was executed after January 25, 2013, then it must be compliant with the Omnibus Rule by
September 23, 2013.

Components of the Business Associate Agreement
The typical components of a Business Associate agreement are:

1. Parties to the BAA (CE and BA; BA and subcontractor of the BA)

2. Purpose of the BAA (compliance with HIPAA and the Omnibus Rule)
3. Definitions:

Breach

Electronic PHI

Individual

PHI

Law

Secretary

. Security incident

igations and activities of the BA (or subcontractor)

Use and disclosure

Appropriate safeguards

Reporting (of inappropriate access, use and disclosures, data breaches, and security incidents)
Mitigation

Agents (subcontractors or staff of BA)

Access to PHI

Amendments to PHI

Access to books and records

Accounting of disclosures

Patient restriction for restrictions and confidential communications
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Use of off-shore vendors

Data ownership

Notice regarding subpoenas or other governmental requests

Obligation to cooperate in the event of litigation

Types of costs and damages a BA is required to cover in the event the BA (or its subcontractor)
causes a data breach (which may be addressed by the indemnity provision)

©s B -~

. Permitted uses and disclosures by BA (or subcontractor)

a. As required by CE as defined in the services being provided by BA for CE or services being provided
by the subcontractor for the BA
b. Use for administrative activities of the BA or subcontractor
c. Disclosure as required by law
d. Data aggregation
Obligations of the CE
a. Restrictions on the use or disclosure of PHI
Limitations in Notice of Privacy Practices
Not request to use or disclose PHI in an unauthorized manner
Revocation of authorization by an individual
Responsibility for covered entity’s end users (if, for example, a BA is granting the CE access into the
BA’s system)
Term and termination
a. Term of BAA
b. Termination of BAA for cause (with or without an opportunity to cure)
c. Effect of termination
i. Return or destruction of PHI
ii. Provision for satisfying HHS requirement of BA to retain records for four years
iii. Adequate protections of retained PHI

o0 T

. Indemnity for both parties

Limitation of liability (either providing a limit on liability or carving out BAA related damages from a limitation
set out in an underlying services agreement)
Miscellaneous
a. Regulatory references
Injunctive relief
Survival after termination of BAA
Governing law
Entire agreement language (or clarification on how the BAA relates to an underlying services
agreement)
Signatures, titles, contact information [including e-mail, phone numbers, address] and the dates the parties
each signed the agreement

oo T

Considerations for International Relationships

Under the Omnibus Rule, BAs and subcontractors are now directly liable for compliance with the HIPAA Privacy,
Security, and Breach Notification Rules. However, the Omnibus Rule makes no specific mention of working with
BAs who are either based or have locations outside of the United States.

CEs should take more deliberate care and engage in a more extensive review of the vendor and the BAA when
purchasing services from companies that are either wholly located outside of the US or who use talent outside of the
US to deliver the purchased services. CEs should further consider engaging the services of an attorney
knowledgeable in domestic healthcare information technology, international contracting issues and trade
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agreements/treaties. Local legal counsel in the particular foreign jurisdiction should also ensure the BAA complies
with applicable law and is a part of an enforceable contract or agreement. Some of the issues surrounding BAAs and
using firms and talent located abroad, as well as additional administrative, legal, and technical considerations, are
discussed briefly below.

Enforcing a BAA and Associated Contracts with an Entity Outside the United States

One of the most important aspects of a contract is a party’s ability to enforce the terms of the agreement. In general,
if a party breaches the terms of an agreement, it is subject to a breach of contract claim. This is true whether the BA
is a US-based vendor or vendor located outside the US.

With respect to US-based BAs, the CE can bring an action in an appropriate court or, if the parties agree, before an
arbitrator to enforce the terms of the agreement. The CE can also seek an immediate injunction to stop the
unauthorized use or disclosure of PHI. The CE may take the same course of action against a US-based BA that is
using talent located outside of the US to deliver the services. In this latter circumstance, however, the CE must
carefully review the BAA as well as the underlying services agreement to ensure the agreements include all
appropriate provisions to make the BA fully liable for the actions of its non-US-based talent.

But, bringing a claim against a BA not based in the US may be significantly more difficult and costly as compared to
an action against a US-based BA. First, if a non-US BA does not have a physical location in the US and did not
agree to a governing law and venue provision that places it in a US court, then a US court may not have the required
jurisdiction over the non-US vendor to enforce compliance. Even if the non-US vendor agrees to subject itself to US
jurisdiction, it may simply choose not to appear. In such an event, the CE may get a default judgment against the
non-US BA, but that would have little value if what the CE really needs is an injunction to force the non-US BA to
stop misusing the CE’s PHI. Second, the non-US BA may file a claim against the CE in the country of its
jurisdiction, forcing the CE to retain local counsel to address the dispute. This would lead the CE to incur costs that it
likely did not factor into the relationship when it contemplated the agreement. Moreover, courts in many foreign
jurisdictions are not as fast and efficient as they are in the US. In India, for example, it can take up 10 years for a
case to be heard by a judge. By then, the BA may be long gone and the CE will be left with no meaningful remedy at
all.

When working with non-US BAs, CEs may consider evaluating the viability of an arbitration provision, which may
provide each party with a faster route to a meaningful remedy. Properly drafted arbitration provisions can permit the
arbitrator(s) to grant injunctions, order specific performance, and grant other equitable remedies as well as allow
depositions, discovery, and the other procedures a party would typically have available in a US court. Additionally,
the arbitration provision can specify time periods for certain activities (or the entire arbitration process), limit the
number of depositions a party can take, limit the number of expert witnesses that can be presented, and, importantly,
require that the arbitrator(s) have a certain educational background or work experience (i.e., a healthcare attorney
with experience in addressing HIPAA issues).

As noted above, however, a CE should retain local counsel to review any contract with a non-US BA for
compliance with and enforceability under local laws. It is possible, for example, that for an arbitration provision to be
effective in a particular jurisdiction, the provision must be set out in specific terms. Similarly, it is possible that a
remedy contemplated in a BA agreement (i.e., specific performance) may not be recognized in the foreign
jurisdiction. Understanding the limitations and risks in advance will permit the CE to plan ahead and take appropriate
risk avoidance measures.

Ensuring Satisfactory Assurance of HIPAA Compliance
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CEs must undertake some amount of vendor due diligence when considering engaging with a non-US BA with a
vendor located outside of the US. In determining the amount of due diligence, CEs should consider the same factors
they would consider when evaluating US-based BAs, which are discussed in other sections of this Practice Brief.
Additionally, CEs should account for the added risks that naturally arise when working with non-US-based vendors,
including the enforcement considerations described above. For example, the CE may request that the vendor
complete a security questionnaire, interview the BA’s privacy and security officers, and evaluate a copy of the
HIPAA policies and procedures. It is also good practice to request an attestation of the vendor’s breach reporting
history and check the OCR website to confirm that they have not experienced a breach impacting 500-plus
individuals.

Additionally, the CE should require that the BA provide a copy of a security audit report, such as a SOC 2 Type II
(a type of IT audit), International Organization Standardization (ISO) 27001, or HITRUST certification, that was
undertaken by a reputable third-party audit firm who actually visited the non-US location(s). Third-party audits
should be conducted annually with a copy of any reports together with any updates regarding deficiencies and
remediation efforts provided to the CE. Due in part to budgetary and time constraints, many CEs opt to rely on the
audit reports produced by audit firms to confirm a BA’s HIPAA compliance. In such an event, the CE may also
undertake some amount of due diligence on the audit firm and the auditor to confirm the firm’s and auditor’s
experience with and knowledge of HIPAA as well as privacy and security best practices.

In determining the amount of due diligence, CEs should also consider any requirements that may be imposed on them
by their data breach insurance carriers. For example, an insurance policy questionnaire may ask its insured holders
about their third party practices. An example of such questions follows.

Whenever you entrust sensitive information to third parties do you:

a. Contractually require all such third parties to protect this information with safeguards at least as good as your
own?

b. Perform due diligence on each such third party to ensure that their safeguards for protecting sensitive
information meet your standards (i.e., conduct security/privacy audits or review findings of independent
security/privacy auditors)?

c. Audit all such third parties at least once per year to ensure that they continuously satisfy your standards for
safeguarding sensitive information?

d. Require them to either have sufficient liquid assets or maintain enough insurance to cover their liability arising
from a breach of privacy or confidentiality?

CEs must keep these requirements in mind when evaluating third party vendors because if they answered ‘yes’ to the
above questions and then failed to comply, an insurance company may attempt to void the coverage.é

Finally, CEs should not assume that OCR or another US regulator will come to its rescue if a non-US BA
misbehaves or experiences a data breach. While it is true that the HIPAA Omnibus Rule made clear that the OCR
has direct enforcement authority over BAs, the OCR’s ability to enforce HIPAA outside the jurisdiction of the US is
untested and would be a highly complex endeavor assuming, of course, that the OCR had the budget to engage in
such efforts. Instead, in all likelihood, the CE would be held accountable for the actions of the BA. The Federal
Trade Commission (FTC) is also a US regulator who enforces privacy and security requirements, except the FTC’s
jurisdiction is much broader than that of the OCR. In general terms, the FTC has authority to pursue action against

any company handling consumer data in interstate commerce 2

Ensuring Security Compliance
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It is impossible to guarantee protection against all data breach attempts. The same holds true regarding security
compliance, especially with BAs geographically located outside the US. To minimize risk, CEs can require that BAs
provide documentation on their current cyber security policies and procedures, along with any third party security
assessment or audit reports. At a minimum, BAs should be able to provide documentation of reasonable security
measures that ensure the confidentiality, integrity, and availability of data entrusted to them. These security measures
should also address mitigation against unauthorized disclosure of that data.

While some CEs may have audit teams of their own that can conduct onsite assessments of their vendor, this is a
cost prohibitive function for many, especially considering the number of vendors that they may need to assess on an
ongoing basis. If possible, the best course of action for CEs is to require a reputable third party cyber security risk
assessment that includes an on-site inspection using an industry standard audit process such as SOC 2 Type II, ISO
27001, or HITRUST. Note that for non-US-based BAs, the ISO 27001 certification tends to be more prevalent,
but fortunately there are enough similarities across these audit programs to make them fairly interchangeable.

An advantage of this approach is that once a BA has completed such an audit, they can provide the results to
multiple clients at no additional cost to them or the CE. BAs with mature programs will likely already have completed
such an assessment and can quickly provide the results when asked by the CE. Fortunately, more BAs are beginning
to realize the benefit of proactively conducting a third-party audit. Note that BAs who have not yet gone through a
third party audit may seek to have the CE bear the cost of the audit, which could increase the BA’s initial proposed
contract cost and negate a factor that had led to their selection.

When evaluating the security audit report, the CE should request a review of the audit results to understand
methodology used, sampling period, and the significance of any findings. The CE should become well versed in
reading these reports, which can be highly technical and may require specialized expertise to interpret. If the CE
lacks the personnel with the expertise to analyze these reports, IT should consider outsourcing. To maximize insight
into technical security measures, the CE should also fully understand the enterprise network infrastructure and logical
data flow involved with the services being provided by the BA.

Recognizing the potential limitations for a non-US BA to accomplish a non-local third party cyber security risk
assessment, a CE should keep I'T’s primary focus on reasonable security measures regarding their data flow to/from
the BA. CE data should be encrypted when in transit to a non-US-based BA. This reduces the risk of threats
intercepting and exploiting or modifying the data in what is often referred to as a “man-in-the-middle” attack. Once it
arrives and remains in the BA network —including all encrypted devices—it can be decrypted and accessed by
authorized users. This measure reduces the risk of malicious actions to exploit CE data if devices are physically
stolen and removed from the BA property. A network diagram with an overlay of CE data flow within the BA
network enterprise would provide valuable insight and allow for detailed and precise questions in determining if
reasonable security exists regarding CE data.

Reasonable security measures, such as frequent system backups segregated from the network with the ability to
restore backup data, are measures that require BA confirmation. It is prudent that CEs anticipate the worst with
regard to a BA’s security and retain their own backup of data, if possible, that is provided to the BAs and stored in
a secure location until the BA data has been restored.

Insider threats, either intentionally or unintentionally, can be the most damaging and difficult malicious threat to detect.
To reduce this threat, numerous measures should be incorporated into the network infrastructure and operation
procedures. Measures such as multiple factor authentication to access the network, limited access lists to CE data,
limited CE data download, prohibiting personal devices (i.e., cell phones, cameras) from the work environment,
copy prevention measures, and employee background checks are all mitigation efforts to reduce this risk.
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Unfortunately, these efforts are no match for an intentional insider threat whose actions might only be detected by
trustworthy on-site security observation such as random physical security checks and camera systems.

In order to minimize the risk of data being stored and processed in locations outside of the CE’s control, the CE can
also consider employing remote desktop technology (i.e., Citrix) as a means to provide vendor access to the CE’s
data. By taking this approach, the data can remain on servers managed and monitored by the CE, with the BA’s
personnel only having the ability to view a raster image (picture of the data) on their screens instead of having the
data actually transferred into the BA’s systems. Such systems can also be configured to disable screenshots or
downloading of data to local storage. Although this solution may not always be technically viable depending upon the
workflow and application requirements, it can significantly reduce the inherent risk of working with non-US-based
vendors. Regardless, non-US BAs must have strong physical security and human resources controls (i.e., on-
boarding and off-boarding of employees and contractors).

In general, there is no explicit prohibition under HIPAA that prevents health information from being processed
outside the US. However, as a matter of contract law, non-US based companies serving as business associates are
required to comply with the requirements under HIPAA through their BAAs.

Similar to US-based companies, should a non-US-based company fail to comply with HIPAA, OCR noted that it
will ultimately look back onto the CE to ascertain whether the CE took reasonable steps to ensure that the BA can
comply with HIPAA. This is often a facts and circumstances test where OCR will look at whether the CE knew or
had reason to know that the BA would be unable to comply with the BA obligations set forth under HIPAA.
Effectively, because OCR looks back onto the CE when a breach or some other violation by a BA occurs, the
argument is that the associated civil and criminal penalties for the CE are sufficient enough to ensure that the CE will
take appropriate steps to ensure that the BA abides by its BAA.

Vetting Process for BA, Ensuring HIPAA/HITECH Compliance

BAs must have a comprehensive program to ensure the CE’s confidential information is properly protected. The BA
must have a carefully constructed set of privacy and security policies and procedures. These policies and procedures
should be reviewed by the CE as part of the contracting process. Policies should cover employees, volunteers,
contractors, and other members of the BA workforce, as defined by HIPAA.

The policy and procedure set should include, at a minimum:

Privacy and security official designations

Access controls and appropriate security safeguards

Minimum necessary provisions

Sanction Policy

Breach notification

Workforce training and awareness programs for security and privacy
Uses and disclosures of PHI

Comprehensive security risk analyses

Data retention

Accounting of disclosures (if applicable)

Patient requests for restrictions and confidential communications
Risk assessment, risk management, access controls

Establishing an Ongoing Security Program
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Through the agreement, the CE should set an expectation that the BA maintain an ongoing security program that
should at a minimum align with requirements specified in the HIPAA security rule. The BA should have in place
security administration activities to assess, monitor, prevent, and mitigate security threats. The BA's security
administration should be in compliance with the CE's program and approved by the CE. The program should include
reasonable systems for discovery of breaches and a formal response plan should a possible breach be discovered.

As part of its risk analysis activities, the BA should:

Inventory and prioritize assets

Identify threats and vulnerabilities

Review existing security controls
Determine the likelihood of exposure
Determine the impact of a security breach
Prioritize and mitigate identified risks
Establish a security incident response team

The plan of action for a potential breach should include breach analysis and determination led by the CE with the
assistance of the BA. The plan of action should include: an audit plan, four-step risk assessment, response triggers,
communication protocol, chain of command, contact information, education, training, mitigation process, breach
notification timeliness, content, methods of the notice, and back-up contact information for key responsible parties at
the BA and CE.

A four-step risk assessment for breach determination should include:

The nature and extent of the PHI involved, including the types of identifiers and the likelihood of re-
identification

The unauthorized person who used the PHI or to whom the disclosure was made

CEs must determine whether or not the PHI was actually acquired or viewed or whether there was an
opportunity for the PHI to be acquired or viewed

The extent to which the risk to the PHI has been mitigated

The BA should ensure that provisions of the BA agreement are contained in the agreements it holds with its

subcontractors that access, maintain, retain, modify, record, store, destroy, or otherwise hold, use, or disclose
unsecured PHI.

Encryption
Under the regulation, a breach occurs when there has been an impermissible access, use, or disclosure of PHI. For
this reason, CEs may consider requiring that the BA employ technologies that render PHI unusable, unreadable, or

indecipherable to unauthorized individuals that are consistent with guidance from the National Institute of Standards
and Technology and OCR.

The BA and CE shall jointly commit to establishing the necessary encryption technical requirements to allow for the
secure exchange of encrypted PHI.

Workforce Training and Education

With the HIPAA Omnibus Final Rule. BAs are required to train their workforce on HIPAA privacy and security
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awareness. The BA agreement may request confirmation that BA workforce members and other agents are
adequately trained and aware of the importance of timely reporting of privacy and security incidents and of the
consequences of failing to do so.

The BA agreement can also commit the CE to ensuring its own workforce members and agents receive similar
training and awareness. Furthermore, the CE can assist the BA in training workforce members and other agents on
specific or unique CE processes. The CE can require the BA workforce to attend and complete the CE's training.

Consider the following example. Hospital A has a BA agreement with Coding Company B. Coding Company B has
vendors and subcontractors that do data abstraction, backlog coding, and other related services. These
subcontractors could be required to attend Hospital A's HIPAA privacy and security training.

Contingency Operations

The CE may request a copy of the contingency plan from the BA. The contingency plan should include details on the
backup and disaster recovery processes. The CE should conduct their own risk assessment to ensure that the BA’s
contingency plans are aligned with the CE’s requirements for data integrity and availability. These requirements
should be documented as part of a Service Level Agreement (SLA) with the BA as with other security safeguards
not detailed in the BAA.

Security Compliance, HIPAA Violation Detection and Reporting

CE:s are required to assess and monitor their BA’s HIPAA security and privacy compliance programs. Through BA
agreements and other legal instruments, CEs mandate that BAs implement appropriate physical, technical, and
administrative safeguards. These safeguards are meant to prevent unauthorized access, use or disclosure of PHI,
including implementing requirements of the HIPAA Security Rule with regard to electronic PHI. They must also
require the BA to ensure that any sub-contractors it may engage on its behalf that will have access to PHI agree to
the same restrictions and conditions that apply to the BA with respect to such information.

BAs and BA sub-contractors must perform security and privacy risk analysis to document the areas where they are
in compliance with HIPAA rules and areas where mitigation is needed. Security and privacy risk analysis should be
undertaken on a routine basis in order to prioritize risks, determine mitigation priorities, and reduce risks to an
acceptable level. These prioritized risks will become a part of the CE and BA global risk management plans. These
are ongoing processes, which require continued assessment as computer networks and systems change. These
analyses should be reviewed and reassessed yearly to ensure full compliance.

Many times BA agreements are meant to work in conjunction with master agreements between a CE and BAs. The
master agreement is the original business agreement between a CE and BA. Any of these agreements may delineate

additional privacy and security safeguards and monitors.

Sometimes these are listed as blanks in the BA agreement or master agreement templates, which are filled in for each
different BA. Specifics adopted by the CE can be incorporated into the template itself as well.

BA agreements shall be documented and maintained —as shall be all documentation used for HIPAA compliance in

regards to the BAs or sub-contractors, according to the HIPAA documentation policies —for a minimum retention
period of 6 years.

HIPAA Violation and Breach Discovery
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CEs and BAs must agree upon potential HIPAA violation and breach discovery timeframes. They must determine
the roles the CE and BA will assume in the event of possible HIPAA violation investigation, violation and breach
determination, and breach notification processes.

Under the HIPAA Omnibus Final Rule, CEs, BAs, and subcontractors are all directly liable for HIPAA compliance.
Typically both the CEs and BAs will employ a defined procedure for determining when a discovered incident or
event has occurred that may be deemed either a privacy or security violation or a breach as generally outlined by the
following steps:

Investigation and documentation by the BA of a privacy or security incident or event

Reporting mechanisms and timeframes by the BA to the CE of the discovered incident or event

HIPAA violation and breach determination by the CE and BA

Breach notification (by the CE or BA) as governed by the agreements

Appropriate actions including mitigation, remediation, and sanctions to resolve the breach incident
Feedback, mitigation, sanctions, and corrective actions developed and recorded provided by the BA or
subcontractor

Establishing a System for Discovery of Breaches

HHS has previously defined a breach as a use or disclosure that "compromises the security or privacy of the PHI,"
which means to pose "a significant risk of financial, reputational, or other harm to the individual." To determine if an
impermissible use or disclosure of PHI constitutes a breach, CEs and BAs will need to perform a risk assessment to
determine if there is a significant risk of harm to the individual as a result of the impermissible use or disclosure. The
burden of proof is on the CE or BA and the responsibilities should be clearly defined in the BA agreement.
Subcontractors that work on behalf of a BA and handle PHI are required to comply with the applicable privacy and
security rule provisions and are subject to the same liability for failure to do so.

The rules now assume that any impermissible use or disclosure of PHI constitutes a breach. This implies that
notification is necessary in every situation except when a CE or BA determines that there is a low probability that the
PHI has been compromised. There are some instances of violations that are considered to be low risk and thus are
exempt from the breach notification requirements. These are:

1. A workforce member unintentionally accesses or uses PHI in good faith

2. An inadvertent disclosure between two authorized individuals to access PHI at the same CE, BA, or
organized healthcare arrangement

3. Disclosures where the CE has a good faith belief that an unauthorized person to whom the disclosure was
made would not reasonably have been able to retain the PHI

After an impermissible use or disclosure, CEs and BAs must either notify the individuals or perform a risk
assessment and determine if breach notification is needed. The risk assessment must cover:

The nature and extent of PHI involved

The unauthorized person who used the PHI or to whom it was disclosed
Whether the PHI was actually acquired or used

The extent to which the risk was mitigated

A breach only occurs if it involves unsecured PHI. CEs and BAs are encouraged to take advantage of the safe
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harbor provision of the Breach Notification Rule by the use of encryption and secured data sets. BAs are strongly
advised to comply with the guidelines detailed in the Guidance Specifying the Technologies and Methodologies that
render PHI unusable, unreadable, or indecipherable to unauthorized individuals section of the breach notification
interim final rule. If PHI is encrypted pursuant to this guidance, then no breach notification is required following an
impermissible use or disclosure of the information.

For further guidance on breach notification for unsecured protected health information, consult AHIMA's Practice
Brief that appeared in the September 2013 Journal of AHIMA, “Performing a Breach Risk Assessment.”

Maintenance and Retention of Business Associate Agreements

BAAs should be managed and retained in a manner that facilitates periodic review, updates, service expansion or
deletion, key contact information, expiration dates, etc. Management of the BAAs may be done through a simple
spreadsheet application or as part of a contract management database application. During OCR’s Phase 2 Audit
Program which began in 2016, it was noted that CEs may be asked to produce a listing of BAAs which includes key
contact information (see Appendix B). Regardless of the process the CE or BA utilizes, it should be prepared to
produce a listing of BAAs at any time to meet OCR requests or satisfy other compliance requirements.

The CE must retain BAAs for a period of six years after the termination of the business associate relationship 5 State
or other Federal law may supersede HIPAA and cause the CE and BA to maintain the BAA record and contracts
longer than the six-year timeframe mandated by HIPAA.

Notes

L] Department of Health and Human Services' Office for Civil Rights. "Business Associates." April 3, 2003.

2] Department of Health and Human Services' Office for Civil Rights. "Business Associate Contracts." January 235,
2013.

31 Ihid.

[4] United States District Court for the Central District of California. Columbia Casualty Company v. Cottage
Health System.

[2] Federal Trade Commission. “In the Matter of GMR Transcription Services, Inc., a corporation, and Ajay Prasad
and Shreekant Srivastava.

(6] Department of Health and Human Services. “Retention Requirements.” Federal Register. 45 CFR 164.530(j).
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Hjort, Beth and Harry Rhodes. "Putting It in Writing: Updating BA Agreements to Cover Breach Notification."
Journal of AHIMA 81, 10.6 (June 2010): 52-53.

National Institute of Standards and Technology. NIST SP 800-111, Encryption Guidance.

North Carolina Healthcare Information and Communications Alliance, Inc. "Business Associate Agreement." March
22,2013. [registration required; available for free to NCHICA members, or for purchase to non-members]

Appendix A—AHIMA Model Language: Business Associate
Agreement

Any access, use or disclosure of PHI for non- Treatment, Payment, or Operations reasons must be pursuant to a
signed patient (or their representative) written authorization.

Prior to implementing this business associate agreement, consultation with your legal counsel is
paramount.

The following model Business Associate Agreement language does not constitute a contract in and of itself.
This document represents a vetted compilation based upon an environmental scan of business associate
agreement models and best practices and has been created as a specimen for example purposes. Each
Business Associate Agreement, (BAA) is unique to the organization and setting and should only be adopted
after careful vetting, adaptation and endorsement by Legal Counsel. AHIMA makes no warranties express
or implied in offering this model sample language for use.

This Business Associate Agreement (the “Agreement”) between <insert CE name> hereinafter referred to as
“Covered Entity” or “CE”, and <insert BA name>, hereinafter referred to as “Business Associate.”

RECITALS

1. The identified Covered Entity desires to disclose certain health information to Business Associate pursuant to
the terms of the Agreement, some of which may constitute Protected Health Information (“PHI”) (defined
below).

2. Covered Entities and Business Associates propose to ensure confidentiality, protect the privacy, and provide
for the security of PHI disclosed to Business Associate pursuant to the Agreement in compliance with the
Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”) and
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regulations promulgated there under by the U.S. Department of Health and Human Services (the “HIPAA
Regulations”) and other applicable laws. The Health Information Technology for Economic and Clinical Health
(“HITECH”) Act of the American Recovery and Reinvestment Act of 2009, Pub. L. 111-5, modified the
HIPAA Privacy and Security Rules (hereinafter, all references to the “HIPAA Privacy and / or Security
Rules” include all amendments thereto set forth in the HITECH Act and any accompanying regulations).

3. A component of the HIPAA Regulations, the Privacy Rule (defined below) mandates the Covered Entity to
execute a contract containing express requirements with Business Associate prior to the disclosure of PHI, as
set forth in, but not limited to, Title 45, Sections 164.502(e) and 164.504(e) of the Code of Federal
Regulations (“CFR”) and contained in this Addendum.

Upon reflection for the mutual promises below and the exchange of information pursuant to this Addendum, the
parties agree as follows:

Definitions

Catch-all definition:

The source for the following common definitions used in this Agreement shall be the glossary of terms published in
the HIPAA Privacy and Security Breach Notification, and Enforcement Rules: Breach, Data Aggregation,
Designated Record Set, Disclosure, Health Care Operations, Individual, Minimum Necessary, Notice of Privacy
Practices, Protected Health Information, Required by Law, Secretary, Security Incident, Subcontractor, Unsecured
Protected Health Information, and Use.

Specific definitions:

(a) Agent. “One who represents and acts for another under the contract or relation of agency Source:
Black’s Law Dictionary.

Breach: Under HITECH, the acquisition, access, use, or disclosure of protected health information in
a manner not permitted under subpart E of this part that compromises the security or privacy o the
protected health information (45 CFR 164.402 2013)

Breach notification: As amended by HITECH, a covered entity shall, following the discovery of a
breach of unsecured protected health information, notify each individual whose unsecured protected
health information has been, or is reasonably believed by the covered entity to have been, accessed,
acquired, used, or disclosed as a result of such breach (45 CFR 164.404 2013)

Protected health information (PHI): As amended by HITECH, individually identifiable health
information: (1) Except as provided in paragraph (2) of this definition, that is: (i) transmitted by
electronic media; (i) maintained in electronic media; or (iii) transmitted or maintained in any other form
or medium. (2) Protected health information excludes individually identifiable health information: (i) in
education records covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C.
1232g; (ii) in records described at 20 U.S.C. 1232g(a)(4)(B)(iv); (iii) in employment records held by a
covered entity in its role as employer; and (iv) regarding a person who has been deceased for more
than 50 years (45 CFR 160.103 2013)

(b) Business Associate. For purposes of this agreement, business associate includes all agents and
subcontractors. “Business Associate” shall generally have the same meaning as the term “business
associate” at 45 CFR 160.103, and in reference to the party to this agreement, shall mean [Insert
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Name of Business Associate].

(c) Covered Entity. “Covered Entity” shall generally have the same meaning as the term “covered
entity” at 45 CFR 160.103, and in reference to the party to this agreement, shall mean [Insert Name of
Covered Entity].

(d) HIPAA Rules. “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and
Enforcement Rules at 45 CFR Part 160 and Part 164.

Business Associate Obligations and Activities
Business Associate agrees to:
Permitted Uses

Business Associates agree to only use or disclose protected health information in compliance with and
as permitted or required by the Agreement or as required by law.

Permitted Disclosures

A Business Associate or its agents or subcontractors shall not disclose Protected Health Information in
any manner that would constitute a violation of the Privacy Rule if disclosed by CE, except that
Business Associate may disclose Protected Health Information (i) in a manner permitted pursuant to the
Agreement and Addendum,; (ii) as required by law, and, with the prior written approval of CE which
may be granted or withheld at CE’s sole discretion either (iii) for the proper management and
administration of Business Associate as reasonably determined by Business Associate in good faith or
(iv) for Data Aggregation purposes for the Health Care Operations of CE. To the extent that Business
Associate discloses Protected Health Information to a third party, Business Associate must obtain,
prior to making any such disclosure, (i) reasonable assurances from such third party that such Protected
Health Information will be held confidential as provided pursuant to this Addendum and only disclosed
as required by law or for the purposes for which it was disclosed to such third party, and (ii) an
agreement from such third party to immediately notify Business Associate of any breaches of
confidentiality of the Protected Health Information, to the extent it has obtained knowledge of such
breach. Any access, use or disclosure of PHI for non- Treatment, Payment or Operations reasons must
have be pursuant to a signed patient (or their representative) written authorization. See for reference 45
CFR §164.504(e)(2)(1), 164.504(e)(2)(1)(B), 164.504(e)(2)(i1)(A) and 164.504(e)(4)(i1).

Appropriate Safeguards

Business Associate shall implement appropriate safeguards as are necessary to prevent the use or
disclosure of Protected Information otherwise than as permitted by this Agreement. Business
Associates shall maintain a comprehensive written information privacy and security program that
includes administrative, technical and physical safeguards appropriate to the size and complexity of the
Business Associate’s operations and the nature and scope of its activities and implement reasonable
and appropriate policies and procedures in order to comply with the standards, implementation
specifications, and other requirements of the Privacy Rule. Business Associate shall maintain a written
(which may be electronic) record of any action, activity, or assessment under such policies and
procedures. Business Associate shall change or amend its policies and procedures as necessary and
appropriate to comply with changes in state and federal law, and shall promptly document and
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implement the revised policy or procedure. Business Associate shall implement the administrative,
physical, and technical safeguards set forth in Sections 164.308, 164.310, and 164.312 of the HIPAA
Privacy and Security Rules that reasonably and appropriately protect the confidentiality, integrity, and
availability of any Protected Health Information that it creates, receives, maintains, or transmits on
behalf of Covered Entity, and, in accordance with Section 164.316 of the HIPAA Privacy and Security
Rules, implement and maintain reasonable and appropriate policies and procedures to enable it to
comply with the requirements outlined in Sections 164.308, 164.310, and 164.312.

Notification of Breach, Mitigation & Report of Inappropriate Use or Disclosure

Business Associates agree to report to covered entity any use or disclosure of protected health
information not provided for by the Agreement of which it becomes aware, including breaches of
unsecured protected health information as required at 45 CFR 164.410, and any security incident of
which it becomes aware;

[The Business Associate Agreement may provide specific guidance or instructions regarding the breach
notification obligations of the business associate, such as a stricter timeframe for the business associate
to report a potential breach to the covered entity and/or whether the business associate will handle
breach notifications to individuals, the HHS Office for Civil Rights (OCR), and potentially the media, on
behalf of the covered entity.]

Business Associate, Agents, or Subcontractors

In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, Business Associates
shall ensure that any agents, including subcontractors, to whom it provides Protected Health
Information agree in writing to create, receive, maintain, or transmit protected health information on
behalf of the business associate in compliance with the same restrictions, conditions, and requirements
that apply to the business associate with respect to such information.

Access to Protected Health Information

Business Associate shall make available protected health information in a designated record set
maintained by Business Associate or its agents or subcontractors to Covered Entity (CE) for inspection
and copying within five business (5) days of a request by CE to enable CE to satisfy covered entity’s
obligations under 45 CFR 164.524;

The Business Associate Agreement may provide specific guidance or instructions regarding how the
business associate will respond to a request for access that the business associate receives directly from
the individual. (For example, instructions such as time and circumstances under which a business
associate shall provide the requested access or the covered entity may retain the right to address the
individual’s access request.

Amendments to Protected Health Information
Within five (5) business days of a request by the CE, the Business Associate or its agents or
subcontractors shall make any amendment(s) to protected health information in a designated record set

as directed or agreed to by the covered entity pursuant to 45 CFR 164.526, or take other measures as
necessary to satisfy covered entity’s obligations under 45 CFR 164.526;
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The Business Associate Agreement may provide specific guidance or instructions regarding how the
business associate will respond to a request for amendment that the business associate receives directly
from the individual. (For example, instructions such as time and circumstances under which a business
associate shall provide the requested amendment or the covered entity may retain the right to address
the individual’s amendment request.

Accounting of Disclosures

Within five (5) business days of notice by CE of a request for an accounting of disclosures of Protected
Health Information, Business Associate and its agents or subcontractors shall make available to CE the
information required to provide an accounting of disclosures to enable CE to fulfill its obligations under
the Privacy Rule, including, but not limited to, 45 CFR Section 164.528. In addition, the Business
Associate and its agents or subcontractors maintain and make available the information required to
provide an accounting of disclosures to either “covered entity” or “individual.”

At a minimum, such information shall include: (i) the date of disclosure; (ii) the name of the entity or
person who received Protected Information and, if known, the address of the entity or person; (iii) a
brief description of Protected Information disclosed; and (iv) a brief statement of purpose of the
disclosure that reasonably informs the individual of the basis for the disclosure, or a copy of the
individual’s authorization, or a copy of the written request for disclosure. In the event that the request
for an accounting is delivered directly to Business Associate or its agents or subcontractors, Business
Associate shall within three (3) business days of a request forward it to CE in writing. It shall be CE’s
responsibility to prepare and deliver any such accounting requested.

[The Business Associate Agreement may provide specific guidance or instructions regarding how the
business associate will respond to a request for accounting of disclosures that the business associate
receives directly from the individual. (For example, instructions such as time and circumstances under
which a business associate shall provide the requested accounting of disclosure or the covered entity
may retain the right to address the individual’s accounting of disclosure request.]

Government Access to Records

Business Associate and its agents or subcontractors shall make its internal practices, books, and
records available to the Secretary for purposes of determining compliance with the HIPAA Rules.
Business Associate shall provide to CE a copy of any Protected Health Information that Business
Associate provides to the Secretary concurrently with providing such Protected Health Information to
the Secretary.

Minimum Necessary

Business Associate or its agents or subcontractors shall only request, use and disclose the minimum
amount of Protected Health Information necessary to achieve the purpose of the request, use or
disclosure; 45 CFR §164.514(d)(3). Until such time as minimum necessary guidance pursuant to the
HITECH Act for purposes of the HIPAA Privacy and Security Rules is available, Business Associate
or its agents or subcontractors shall, to the extent practicable, access, use, and request only PHI that is
contained in a limited data set (as defined in Section 164.514(e)(2) of the HIPAA Privacy and Security
Rules), unless Business Associate requires certain direct identifiers in order to accomplish the intended
purpose of the access, use, or request, in which event Business Associate may access, use, or request
only the minimum necessary amount of Protected Health Information to accomplish the intended
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purpose of the access, use, or request. The information that constitutes the “minimum necessary” shall
be determined by the CE based on the minimum amount need to accomplish its intended purposes.

Data Ownership

The Business Associate nor its agents or subcontractors shall hold any data ownership rights with
respect to the Protected Health Information.

Retention of Protected Health Information

Throughout the term of the Agreement, Business Associate and its subcontractors or agents shall retain
all Protected Health Information and shall continue to maintain the information and documentation
thereof for a period of six (6) years from the later of (i) the date of its creation or (ii) termination of the
Agreement. Business Associate shall review documentation periodically, and update as needed, in
response to environmental and operational changes affecting the security of Protected Health
Information. See for reference 45 CFR §164.530(j)(2) and 164.526(d).

Audits, Inspection and Enforcement

Upon written request by CE, the Business Associate and its agents or subcontractors shall within five
(5) calendar days allow CE to conduct a reasonable inspection of the facilities, systems, books,
records, agreements, policies and procedures relating to the use or disclosure of Protected Health
Information pursuant to this Agreement for the purpose of determining whether Business Associate has
complied with this Agreement; provided, however, that (i) The Covered Entity and Business Associate
shall mutually agree in advance upon the scope, timing and location of such an inspection, (ii) The
confidentiality of all sensitive proprietary information of Business Associate accessed by the CE during
the course of the inspection shall be protected by the CE; and (ii1) if requested by Business Associate a
mutually agreed upon nondisclosure agreement shall be executed between the CE and the Business
Associate. The fact that CE inspects, or fails to inspect, or has the right to inspect, Business
Associate’s facilities, systems, books, records, agreements, policies and procedures does not relieve
Business Associate of its responsibility to comply with this Agreement. The CE’s (i) failure to detect or
(ii) detection, failure to notify Business Associate, or require Business Associate’s remediation of any
unsatisfactory practices, does not constitute acceptance of such practice or a waiver of CE’s
enforcement rights under this Agreement.

Privacy, Security, and Breach Notification Compliance Plan

During the term of this Agreement, Business Associate shall notify CE within five (5) days of any
suspected, actual or Unauthorized Access to, Security Incident or other Breach of security or privacy,
privacy event, improper or unauthorized use, intrusion and/or any actual or suspected use or disclosure
of PHI in violation of this Agreement or any applicable federal or state laws, rules or regulations.

Furthermore, the Business Associate agrees to implement a necessary and appropriate comprehensive
compliance plan and training program for the members of its workforce, agents, and subcontractors
outlining the Privacy, Security, and Breach Notification Rules required to perform their workforce

responsibilities.

Restrictions on certain disclosures of PHI
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Business Associate agrees to comply with any requests for restrictions on certain disclosures of
Protected Health Information to which Covered Entity has agreed in accordance with Section 164.522
of the HIPAA Privacy and Security Rules and of which Business Associate has been notified by
Covered Entity. In addition, and notwithstanding the provisions of Section 164.522, Business
Associate agrees to comply with an individual’s request to restrict disclosure of Protected Health
Information to a health plan for purposes of carrying out payment or health care operations if the
Protected Health Information pertains solely to a health care item or service for which Covered Entity
has been paid by in full by the individual or the individual’s representative and to which the Covered
Entity has notified the Business Associate of in writing.

Remuneration for PHI

Business Associate agrees that it will not directly or indirectly receive remuneration in exchange for any
Protected Health Information of an individual without the written authorization of the individual or the
individual’s representative, except where the purpose of the exchange is (i) for public health activities as
described in Section 164.512(b) of the Privacy and Security Rules; (ii) for research as described in
Sections 164.501 and 164.512(1) of the Privacy and Security Rules, and the price charged reflects the
costs of preparation and transmittal of the data for such purpose; (iii) for treatment of the individual,
subject to any further regulation promulgated by the Secretary to prevent inappropriate access, use, or
disclosure of Protected Health Information; (iv) For the sale, transfer, merger, or consolidation of all or
part of Business Associate and due diligence related to that activity; (v) For an activity that Business
Associate undertakes on behalf of and at the specific request of Covered Entity; (vi)To provide an
individual with a copy of the individual’s Protected Health Information pursuant to Section 164.524 of
the Privacy and Security Rules; or (vii) Other exchanges that the Secretary determines in regulations to
be similarly necessary and appropriate.

Remuneration for written communication

Business Associate agrees that it will not directly or indirectly receive remuneration for any written
communication that encourages an individual to purchase or use a product or service without first
obtaining the written authorization of the individual or the individual’s representative, unless: (i) such
payment is for a communication regarding a drug or biologic currently prescribed for the individual and
is reasonable in amount (as defined by the Secretary); or (ii) The communication is made on behalf of
Covered Entity and is consistent with the terms of this Agreement. (iii) on and after February 17, 2010,
Business Associate agrees that if it uses or discloses patients’ Protected Health Information for
marketing purposes, it will obtain such patients’ authorization before making any such use or disclosure.

Secured vs. Unsecured PHI

For all PHI accessed, used and disclosed by the Business Associate efforts shall be made, as feasible,
to create, manage, disclose and destroy all PHI which is controlled by the Business Associate in ways
that meet the criteria established in CFR Parts 160 and 164 Guidance Specifying the Technologies and
Methodologies That Render Protected Health Information Unusable, Unreadable, or Indecipherable to
Unauthorized Individuals for Purposes of the Breach Notification Requirements Under Section 13402
of Title XIII (Health Information Technology for Economic and Clinical Health Act) of the American
Recovery and Reinvestment Act of 2009 thereby yielding ‘secured as opposed to ‘unsecured’ PHI
which takes advantage of the safe harbor established that reduces the requirements for privacy Breach
Notification. Faxes and paper copies of PHI are discouraged for all access, use and disclosure in favor
of secured, according to the above definition, electronic access, use and disclosure.
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Obligations of Covered Entity
Permissible Requests by Covered Entity

It shall not be permissible for a covered entity to ask a Business Associate, agent or subcontractor to
utilize or disclose protected health information in any manner that would not be allowable under
Subpart E of 45 CFR Part 164 if done by covered entity. [Include an exception if the business
associate will use or disclose protected health information for, and the agreement includes provisions
for, data aggregation or management and administration and legal responsibilities of the business
associate.]

CE shall notify Business Associate as follows; i) of any changes in or revocation of permission by
individuals to Use or Disclose their PHI, if such changes affect Business Associate’s permitted or
required Uses or Disclosures ii) of any restriction to the Use or Disclosure of PHI that Covered Entity
has agreed to under 45 C.F.R. §164.522. iii) of any amendment to the PHI that Covered Entity has
agreed to.

Business Associate Agreement Term and Termination
Term

The Term of this Agreement shall be effective as of [Insert effective date], and shall terminate on [Insert
termination date or event] or on the date covered entity terminates for cause as authorized in paragraph
(b) of this Section, whichever is sooner.

Termination for Cause

Business associate authorizes termination of this Agreement by covered entity, if covered entity
determines business associate has violated a material term of the Agreement [and business associate
has not cured the breach or ended the violation within the time specified by covered entity]. [Bracketed
language may be added if the covered entity wishes to provide the business associate with an
opportunity to cure a violation or breach of the contract before termination for cause.]

Obligations of Business Associate upon Termination

[Option 1: If the business associate is to return or destroy all protected health information upon termination of the
agreement. A certificate of destruction may be requested.]

Upon termination of this Agreement for any reason, business associate shall return to covered entity [or, if agreed to
by covered entity, destroy] all protected health information received from covered entity, or created, maintained, or
received by business associate on behalf of covered entity, that the business associate still maintains in any form.
Business associate shall retain no copies of the protected health information.

[Option 2: If the agreement authorizes the business associate to use or disclose protected health information for its
own management and administration or to carry out its legal responsibilities and the business associate needs to
retain protected health information for such purposes after termination of the agreement. This arrangement would
require an expressed written authorization from the CE. Upon termination of this extension to the original agreement,
a certificate of destruction must be provided.]
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Upon termination of this Agreement for any reason, business associate, with respect to protected health information
received from covered entity, or created, maintained, or received by business associate on behalf of covered entity,
shall:

1. Retain only that protected health information which is necessary for business associate to continue its proper
management and administration or to carry out its legal responsibilities;

2. Return to covered entity [or, if agreed to by covered entity, destroy] the remaining protected health
information that the business associate still maintains in any form;

3. Continue to use appropriate safeguards and comply with Subpart C of 45 CFR Part 164 with respect to
electronic protected health information to prevent use or disclosure of the protected health information, other
than as provided for in this Section, for as long as business associate retains the protected health information;

4. Not use or disclose the protected health information retained by business associate other than for the
purposes for which such protected health information was retained and subject to the same conditions set out
at [Insert section number related to paragraphs (e) and (f) above under “Permitted Uses and Disclosures By
Business Associate”] which applied prior to termination; and

5. Return to covered entity [or, if agreed to by covered entity, destroy] the protected health information retained
by business associate when it is no longer needed by business associate for its proper management and
administration or to carry out its legal responsibilities.

[The agreement also could provide that the business associate will transmit the protected health information to
another business associate of the covered entity at termination, and/or could add terms regarding a business
associate’s obligations to obtain or ensure the destruction of protected health information created, received, or
maintained by subcontractors.]

Judicial or Administrative Proceedings
Either party may terminate this Agreement, effective immediately, if (i) the other party is named as a
defendant in a criminal proceeding for a violation of HIPAA, the HIPAA Regulations or other security
or privacy laws or (ii) a finding or stipulation that the other party has violated any standard or
requirement of HIPAA, the HIPAA Regulations or other security or privacy laws is made in any
administrative or civil proceeding in which the party has been joined.
Survival
The obligations of business associate under this Section shall survive the termination of this Agreement.
Material Breach
A Breach by Business Associate of any provision of this Addendum, as determined by CE, shall
constitute a material breach of the Agreement and shall provide grounds for immediate termination of
the Agreement by CE pursuant to Section 4c. See for reference, 45 CFR §164.504(e)(2)(iii).
Indemnification
Business Associate and its subcontractors or agents shall indemnify and hold CE harmless from and
against any and all claims, liability, reasonable attorneys’ fees and costs of suit arising out of or in

connection with injuries or damages caused by Business Associate as a result of Business Associate’s
actions, conduct, behavior, malfeasance or negligence which result in Business Associate’s failure to
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perform its duties and obligations under this Agreement.
Disclaimer

CE makes no warranty or representation that compliance by Business Associate and its subcontractors
or agents with this Addendum, HIPAA or the HIPAA Regulations will be adequate or satisfactory for
Business Associate’s own purposes. Business Associate is solely responsible for all decisions made by
Business Associate regarding the safeguarding of PHI.

Amendment to Comply with Law

The parties acknowledge that state and federal laws relating to data security and privacy are rapidly
evolving and that amendment of this Agreement may be required to provide for procedures to ensure
compliance with such developments. The parties specifically agree to take such action as is necessary
to implement the standards and requirements of HIPAA, the Privacy Rule and other applicable laws
relating to the security or confidentiality of PHI. The parties understand and agree that CE must receive
satisfactory written assurance from Business Associate that Business Associate will adequately
safeguard all Protected Health Information. Upon the request of either party, the other party agrees to
promptly enter into negotiations concerning the terms of an amendment to this Addendum embodying
written assurances consistent with the standards and requirements of HIPAA, the Privacy Rule or other
applicable laws. CE may terminate this Agreement upon thirty (30) days written notice in the event (i)
Business Associate does not promptly enter into negotiations to amend this Agreement when requested
by CE pursuant to this Section or (ii) Business Associate does not enter into an amendment to this
Agreement providing assurances regarding the safeguarding of PHI that CE, in its sole discretion,
deems sufficient to satisfy the standards and requirements of HIPAA and the Privacy Rule.

Miscellaneous [Optional]

(a) [Optional] Regulatory References. Additional regulatory reference(s) to sections in the HIPAA
Rules that may affect or amend sections in the Business Associate Agreement.

(b) [Optional] Amendment. Necessary as needed amendments made for compliance with the
requirements of the HIPAA Rules and any other applicable law entered into by mutual agreement of

The Parties to the Business Associate Agreement

(c) [Optional] Interpretation. Any elucidation of ambiguity in the Business Associate Agreement made
to ensure understanding and interpretation in compliance with the HIPAA Rules.

Addendum to Business Associate Agreement

This Addendum to the BAA sets forth additional terms attached to this document. This Addendum may
be amended from time to time.

Addendum to Business Associate Agreement

This Addendum to the BAA sets forth additional terms attached to this document. This Addendum may
be amended from time to time.

Additional Permitted Uses
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Supplemental to those intents set forth in Section 2(a) of the Addendum, the Business Associate may
use Protected Health Information as follows:

Additional Permitted Disclosures.

In addition to those purposes set forth in Section 2(b) of the Addendum, Business Associate may
disclose Protected Health Information as follows:

Subcontractor(s) or Agents.

The parties to the BAA acknowledge that the subsequent list of subcontractors or agents of Business
Associate shall secure Protected Health Information in the course of assisting Business Associate in the
performance of its obligations under the Agreement and the Addendum:

Receipt.

Any receipt of Protected Health Information by the Business Associate and its agents or subcontractors
pursuant to the Agreement and Addendum shall be deemed to occur as follows, and Business
Associate and its agent’s or subcontractor’s obligations under the Addendum shall commence with
respect to such PHI upon such receipt:

Additional Restrictions on Use of Data.

Should the Covered Entity be a Business Associate of certain other Covered Entities and, pursuant to
such obligations of CE, the Business Associate shall comply with the following restrictions on the use
and disclosure of Protected Health Information:

(Optional) Monitors Used to Ensure Business Associate Compliance.

As a Covered Entity, the following monitors are utilized by our organization to ensure actions taken by
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the Business Associate and its agents or subcontractors are in compliance with HIPAA privacy and
Security requirements:

(Optional) Safeguards Utilized Ensure Business Associate Compliance.

The following safeguards are utilized by this Organization as a Covered Entity to ensure Business
Associate and its agents or subcontractors compliance with HIPAA privacy and Security requirements:

(Optional) Permitted De-identification.

Should the Business Associate be permitted to de-identify PHI according to HIPAA regulations, the
Business Associate and its agents or subcontractors shall provide descriptions of the de-identified data
set and the mechanisms utilized to perform the de-identification.

(Optional) Data Aggregation.

Should the Business Associate and its agents or subcontractors be permitted to aggregate PHI
according to HIPAA regulations, these parties shall provide descriptions of the aggregated data set and
the mechanisms utilized to perform the aggregation.

References

North Carolina Healthcare Information and Communications Alliance BAA Task Force. “Business Associate
Agreement.” HIPAA Sample Documents. NCHICA BAA Task Force, March 22, 2013.

Department of Health and Human Services. “Business Associate Contracts.” Published January 25, 2013.

Appendix B: Business Associate Listing, Sample Template

As part of the OCR Phase 2 Audits, covered entities may be asked to provide a listing of business associates along
with detailed contact information. The information collected by OCR will be used to help identify business associates
for the Phase 2 audits.
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The following is a list of the specific information that OCR is requesting. Covered entities should provide the
requested information to the best of their knowledge and include the name and types of services provided by each
business associate. A secondary point of contact should be provided if that information is available. Covered entities
responding to the request should identify each element for each business associate.

Responsive Elements:

1. Business Associate Name
2. Type of Service(s) provided
3. First Point of Contact Title
4. First Point of Contact First Name
5. First Point of Contact Last Name
6. First Point of Contact Address
7. First Point of Contact Address Continued (if needed)
8. First Point of Contact City
9. First Point of Contact State
10. First Point of Contact Zip Code
11. First Point of Contact Phone
12. First Point of Contact Phone Extension (if needed)
13. First Point of Contact Fax
14. First point of Contact E-mail
15. Second Point of Contact Title
16. Second Point of Contact First Name
17. Second Point of Contact Last Name
18. Second Point of Contact Address
19. Second Point of Contact Address Continued (if needed)
20. Second Point of Contact City
21. Second Point of Contact State
22. Second Point of Contact Zip Code
23. Second Point of Contact Phone
24. Second Point of Contact Phone Extension (if needed)
25. Second Point of Contact Fax
26. Second point of Contact E-mail
27. Website URL

OCR has developed a sample template which covered entities may find helpful to use when responding to the
business associate list request. Selected auditees may, but are not required, to use the OCR template. The template
can be accessed here.

Prepared by (2016)
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