Authorizations — FAQ by OCR

1. Can an Authorization be used together with other written instructions from the intended recipient of the
information?

Answer: A transmittal or cover letter can be used to narrow or provide specifics about a request for protected
health information as described in an Authorization, but it cannot expand the scope of the Authorization.

For example, if an individual has authorized the disclosure of "all medical records" to an insurance company, the
insurance company could by cover letter narrow the request to the medical records for the last 12 months. The
cover letter could also specify a particular employee or address for the "class of persons" designated in the
Authorization to receive the information. By contrast, an insurance company could not by cover letter extend the
expiration date of an Authorization, or expand the scope of information set forth in the Authorization. 08/08/05

2. Can an individual revoke his or her Authorization?

Answer: Yes. The Privacy Rule gives individuals the right to revoke, at any time, an Authorization they have given.
The revocation must be in writing, and is not effective until the covered entity receives it. In addition, a written
revocation is not effective with respect to actions a covered entity took in reliance on a valid Authorization, or
where the Authorization was obtained as a condition of obtaining insurance coverage and other law provides the
insurer with the right to contest a claim under the policy or the policy itself.

The Privacy Rule requires that the Authorization must clearly state the individual’s right to revoke; and the process
for revocation must either be set forth clearly on the Authorization itself, or if the covered entity creates the
Authorization, and its Notice of Privacy Practices contains a clear description of the revocation process, the
Authorization can refer to the Notice of Privacy Practices. Authorization forms created by or submitted through a
third party should not imply that revocation is effective when the third party receives it, since the revocation is not
effective until a covered entity which had previously been authorized to make the disclosure receives it. 08/08/05

3. Does the HIPAA Privacy Rule permit doctors, nurses, and other health care providers to share patient health
information for treatment purposes without the patient’s authorization?

Answer: Yes. The Privacy Rule allows those doctors, nurses, hospitals, laboratory technicians, and other health
care providers that are covered entities to use or disclose protected health information, such as X-rays, laboratory
and pathology reports, diagnoses, and other medical information for treatment purposes without the patient’s
authorization. This includes sharing the information to consult with other providers, including providers who are
not covered entities, to treat a different patient, or to refer the patient. See 45 CFR 164.506. 08/08/05

4. Does the HIPAA Privacy Rule prohibit researchers from conditioning participation in a clinical trial on an
authorization to use/disclose existing protected health information?

Answer: No. The Privacy Rule does not address conditions for enrollment in a research study. Therefore, the
Privacy Rule in no way prohibits researchers from conditioning enrollment in a research study on the execution of
an authorization for the use of pre-existing health information. 3/14/06

5. Does the Privacy Rule permit a covered entity to use or disclose protected health information pursuant to an
Authorization form that was prepared by a third party?

Answer: Yes. A covered entity is permitted to use or disclose protected health information pursuant to any
Authorization that meets the Privacy Rule’s requirements at 45 CFR 164.508. The Privacy Rule requires that an
Authorization contain certain core elements and statements, but does not specify who may draft an Authorization
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(i.e., it could be drafted by any entity) or dictate any particular format for an Authorization. Thus, a covered entity
may disclose protected health information as specified in a valid Authorization that has been created by another
covered entity or a third party, such as an insurance company or researcher. 08/08/05

6. Does the Privacy Rule require that an Authorization be notarized or include a witness signature?
Answer: The Privacy Rule does not require that a document be notarized or witnessed. 08/08/05

7. Is a copy, facsimile, or electronically transmitted version of a signed Authorization valid under the Privacy
Rule?

Answer: Yes. Under the Privacy Rule, a covered entity may use or disclose protected health information pursuant
to a copy of a valid and signed Authorization, including a copy that is received by facsimile or electronically
transmitted.

8. May a covered entity disclose protected health information specified in an Authorization, even if that
information was created after the Authorization was signed?

Answer: Yes, provided that the Authorization encompasses the category of information that was later created, and
that the Authorization has not expired or been revoked by the individual. Unless otherwise expressly limited by the
Authorization, a covered entity may use or disclose the protected health information identified on the
Authorization regardless of when the information was created. 08/08/05

9. May a covered entity use or disclose a patient’s entire medical record based on the patient’s signed
Authorization?

Answer: Yes, as long as the Authorization describes, among other things, the information to be used or disclosed
by the covered entity in a "specific and meaningful fashion," and is otherwise valid under the Privacy Rule. See 45
CFR 164.508(b)(1) and 164.508(c)(1)(i)-

An Authorization would be valid if it authorized the covered entity to use or disclose an "entire medical record" or
"complete patient file." On the other hand, without further definition, an Authorization to use or disclose "all
protected health information" might not be sufficiently specific, since protected health information encompasses a
wider range of information than that which is typically understood to be included in the medical record, and
individuals are less likely to understand the breadth of information that may be defined as "protected health
information." 08/08/05

10. May a valid Authorization list categories of persons who may use or disclose protected health information,
without naming specific individuals or entities?

Answer: Yes. One Authorization form may be used to authorize uses and disclosures by classes or categories of
persons or entities, without naming the particular persons or entities. See 45 CFR 164.508(c)(1)(ii). For example, it
would be sufficient if an Authorization authorized disclosures by "any health plan, physician, health care
professional, hospital, clinic, laboratory, pharmacy, medical facility, or other health care provider that has provided
payment, treatment or services to me or on my behalf" or if an Authorization authorized disclosures by "all
medical sources." A separate Authorization specifically naming each health care provider from whom protected
health information may be sought is not required.

Similarly, the Rule permits the identification of classes of persons to whom the covered entity is authorized to
make a disclosure. See 45 CFR 164.508(c)(1)(iii). Thus, a valid Authorization may authorize disclosures to a
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particular entity, particular person, or class of persons, such as "the employees of XYZ division of ABC insurance
company." 08/08/05

11. Must an Authorization include an expiration date?

Answer: The Privacy Rule requires that an Authorization contain either an expiration date or an expiration event
that relates to the individual or the purpose of the use or disclosure. For example, an Authorization may expire
"one year from the date the Authorization is signed," "upon the minor’s age of majority," or "upon termination of
enrollment in the health plan."

An Authorization remains valid until its expiration date or event, unless effectively revoked in writing by the
individual before that date or event. The fact that the expiration date on an Authorization may exceed a time
period established by State law does not invalidate the Authorization under the Privacy Rule, but a more restrictive
State law would control how long the Authorization is effective. 08/08/05

12. What is the difference between “consent” and “authorization” under the HIPAA Privacy Rule?

Answer: The Privacy Rule permits, but does not require, a covered entity voluntarily to obtain patient consent for
uses and disclosures of protected health information for treatment, payment, and health care operations. Covered
entities that do so have complete discretion to design a process that best suits their needs.

By contrast, an “authorization” is required by the Privacy Rule for uses and disclosures of protected health
information not otherwise allowed by the Rule. Where the Privacy Rule requires patient authorization, voluntary
consent is not sufficient to permit a use or disclosure of protected health information unless it also satisfies the
requirements of a valid authorization. An authorization is a detailed document that gives covered entities
permission to use protected health information for specified purposes, which are generally other than treatment,
payment, or health care operations, or to disclose protected health information to a third party specified by the
individual.

An authorization must specify a number of elements, including a description of the protected health information
to be used and disclosed, the person authorized to make the use or disclosure, the person to whom the covered
entity may make the disclosure, an expiration date, and, in some cases, the purpose for which the information may
be used or disclosed. With limited exceptions, covered entities may not condition treatment or coverage on the
individual providing an authorization. 03/14/06

When is an authorization required from the patient before a provider or health plan engages in marketing to
that individual?

13. Answer: The HIPAA Privacy Rule expressly requires an authorization for uses or disclosures of protected health
information for ALL marketing communications, except in two circumstances:

1. When the communication occurs in a face-to-face encounter between the covered entity and the
individual; or
2. The communication involves a promotional gift of nominal value.

If the marketing communication involves direct or indirect remuneration to the covered entity from a third party,
the authorization must state that such remuneration is involved. 03/14/06
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